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1. Introduction

MASNET is a secured communication hub that supports the communication and information exchange
between MAS and Financial Institutions (Fls). This document provides a comprehensive user manual

for MASNET Users on the usage of the MASNET.

This intended audience of this document includes MASNET Liaison Officers and other MASNET users

who are not Liaison Officers.



2. Abbreviations

Table 1 lists down the abbreviations that will be used in this document.

Abbreviations Meaning

Fl Financial Institution

LO Liaison Officer

MAS Monetary Authority of Singapore
SSO Single Sign-On

oTP One-Time Password

Table 1. Abbreviations



3. Minimum Requirement

Table 2 specifies the minimum browser requirement to support MASNET administration portal.

Browser Version

Internet Explorer 11 and above
Mozilla Firefox 36.x and above
Google Chrome 22.x and above
Safari 7.x and above

Table 2. Minimum browser specification



4. Getting my MASNET accounts

This section provides the step-by-step walk-through on how a MASNET user of a new institution
requests for the MASNET account.

4.1 Setting the password for my temporary account

After supplying the necessary documentations to MAS for your new MASNET account, you will be
given a temporary MASNET account to login to MASNET for the first time. This temporary MASNET
account allows the new MASNET users to request for their permanent MASNET accounts.

For Licensees, a minimum of two permanent MASNET LO accounts are required for each institution
to access MASNET. Once the MASNET LO accounts are created, LOs can self-manage the user
profiles within the institutions. For non-licensees, only one MASNET account can be requested for
each application. The temporary MASNET account will be deleted after a month from its creation
date.

1. Once the temporary MASNET account is ready, two email notifications will be sent to your
corporate email as provided to MAS earlier.

2. The first email contains the username for the temporary MASNET account (Figure 1).

h) Rules = * Mark Unsead M Find

LR " TR
BB oneNote  JHi Categorize + Relsted +

Y Actions* ™ Follow Up = r Select =

MASNET - Account Created

Dear K

Please be mformed that your MASNET Account tmp_kchee, has been created. An email will be sent to you separately to reset your password.
Please do not reply as this 1s a system generated email. Kindly contact MASNET Helpdesk for assistance.

Thank you

Regards,
MASNET Administrator

Figure 1: Email notification — Username for temporary MASNET account

3. The second email contains instructions to reset the password for the temporary MASNET
account (Figure 2).
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[MASNET] Password Reset: URL Link
Dear Kin

We have received a request to reset the password for your MASNET account. Your Login ID is tmp_kchee.

Please click on the below link to reset your password: https://amasnet.mas.gov.sg/ maf/passwordreset/proceed?
X=inLPOLOZPEKCKSVEUCIDhZhedM2UBABUIASCH 2ERITMKOnPks68%2FKKDKQG98)3A

Please do not reply as this is a system generated email. Kindly contact MASNET Helpdesk for assistance.
Thank you.

Regards,
MASNET Administrator

Figure 2: Email notification — Password Reset for temporary MASNET account

4. The URL will direct you to the Password Reset page on the MASNET Website (Figure 3).

e\ ASNET

of Singapore FAQ | Contact Info | Feedback | Sitemap

| About MASNET

MASNET

THE COMMUNICATION HUB

A Single Communication Network To Improve Workflow
Collaboration And Coordination

Password Reset: Confirmation

You are about to (re)set the password for your MASNET account. You need

access to your corporate email account and mobile phone for the password
o reset.

Click on the "Continue"” button below to continue the Password Reset. A One-

Time Password(OTP) will be generated and sent to your corporate email

address.

Figure 3: MASNET Website — Password Reset page

5. Click the Continue button to proceed. An email OTP will be sent to your corporate email address
(Figure 4).
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[MASMNET] Password Reset: OTP Code

The One Time Password{OTP) for your account is: SR2ZWRP. The OTP will expire after 10 minutes.

Figure 4: Email notification — Password Reset Email OTP Code

6. Using the OTP stated in the email and click the Submit button (Figure 5).

’ Singapore Government
Integrity - Service » Excallence

e VI ASNET
FAQ | Contact Info | Feedback | Sitemap

W  About MASNET

MASNET
THE COMMUNICATION HUB

A Single Communication Network To Improve Workflow
Collaboration And Coordination

Password Reset:
eMail OTP Code

The system just sent an email with an OTP Code to your corporate email

o account.
If you don't receive the email within the next ten minutes, you can request for

another OTP code to be emailed to you. A maximum of two resends applies.

OTP Code

SR2WRFA|

Request for New Code

Figure 5: MASNET Email OTP Page

Note:
If the email OTP expires or you accidentally deleted the email, you may click on Request

for New Code to generate another email OTP.

7. Once you have successfully verified your email OTP, you will be prompted to enter your new
password for the account.

8. Enter a password that complies with the password policy, then click the Submit button (Figure
6).
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Password Reset:
Set New Password

The password has to comply with the following passvord policy:
« must be at least twelve characters long
» must contain at least one upper case, one lower case, one numerical
(i) and one non-alphanumeric character
« must be different from the previous 24 passwords used
« must not be a common password (e.g. password123)

New Password

Confirm New Password

Figure 6: MASNET - Set new Password

Note:
The password for MASNET has to comply with the following policy:
a) Must be at least twelve characters long
b) Must contain at least one upper-case character, one lower-case character, one
numeric and one non-alphanumeric character
c) Must be different from the past 24 passwords used
d) Must not be a common password (e.g. password123)

Note:
If the password you set does not comply to the pasword policy, an error message will
appear and you will be prompted to continue to set your password.

Password Reset:
Set New Password

The password has to comply with the following password policy:
» must be at least twelve characters long
= must contain at least one upper case, one lower case, one numerical,
il and one non-alphanumeric character
» must be different from the previous 24 passwords used
» must not be a common password (e.g. password123)

Your new password does not comply with the security policy. Please choose a

difierent password. You may contact us at helpdeski@mas.gov.sg if you need
further assistance. Please quole the following ID c0a81457-6d0f-12ac700a-
170e689e719-00002cf in your email o facilitale our investigation.

Mew Password

Confirm New Password

Figure 7: Error message for setting new password




9. Your temporary MASNET account is ready for you to request for the permanent MASNET
accounts.
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Password Reset: Done

) Your new password has been reset successfully. Please restart the browser
and try logging into the MASNET application.

Home | About MASNET | Privacy Statement | Terms of Use | Rate This Site

2016 Copyright © Monetary Authority of Singapore

Figure 8: Password reset completed

4.2 Requesting for LO account (For new Licensees)

1. Once you have reset your password for your temporary MASNET account, you may start to
request for permanent LO accounts for you company. Access
https://masnet.mas.gov.sg/wfweb/ and login using your temporary MASNET account.

2. Click on “Request LO Accounts” in the left menu panel.

Account Management

My Account Details »

Request LO Accounts

Figure 9: Request LO Accounts menu

3. Fillin the LO accounts’ info. User can click on the “+” icon on the right bottom to add another
LO account. The maximum number of LO accounts allowed in each request is five.



LO Account 1
First Mame Last Mame

Adam o Brown o
Walid From Walid T Business Type

17.03.2016 « & 17.03.2035 « B HA v
Maobile Mumber Contact Mumber Emai

+ | 6591009201 * + | B565101000 adam brown@dbk.com *
MRIC/FINForeign ID

51829199F
LO Account 2
First Mame Last Manve

Hill * Thomas *
“Walid From Walid T Business Type

17.03.2016 « & 17.03.2035 « B HA v
Maobile Mumber Contact Number Emai

+ | 6591009202 * + | 6565101001 hill thomas@dbk_com *
MNRIC/FIN/Foreign ID

ST162662T

(=]
oo

Figure 10: Submit LO account form

4. Click on “Submit” button and the request will be sent to MAS for approval. At the same time,
the request will be shown in “My Requests”. Please notify your point of contact in MAS after
you have submitted your request.

v LO account creation request has been submitted for approval

Home My Requests

Tasks My Requests

My Requests >
@ In-Progress Requests Status Last Update Date Actions
Account Management

O Request LO Accounts [ Pending | Mar 28,2016 Withdraw >

Company Subject DBK
My Account Details >

Figure 11: My Request dashboard

5. Once MAS has approved the LO account creation request, email notification will be sent to the
requestor and LO.



Subject: MASMNET - Request for LO Account

Dear Kin

Please be informed that your request for MASNET account has been completed.

Please do not reply as this is a system generated email. Kindly contact MASNET Helpdesk for assistance.
Thank you.

Regards,
MASNET Administrator

Figure 12: Email notification to requester after the request for permanent MASNET accounts are completed.

4.3 Requesting for Non-licensee account

1.

4.

Once you have reset your password for your temporary MASNET account, you may start to
request for non-licensees accounts for you company. Access
https://masnet.mas.gov.sg/wfweb/ and login using your temporary MASNET account

Click on “Request Non-licensee Account” in the left menu panel.

Account Management

Wy Account Details ¥

2| Fequest Non-Licensee

Figure 13. Request Non-Licensees' account menu

Select the application role the non-licensee account will have. Refer to Appendix 1 for the
Application Roles that are relevant for non-licensees

Application Access

Role Name

—3Select Role—

MAF _CurrencyMNet Base
MAF_Fintel. UserAdmin
MAF_Fintel. ManagementSubscribers
MAF_Fintel.RestrictedGroup1
MAF_Fintel. Subscribers
MAF_Fintel. RegisteredUsers
MAF_Fintel. RestrictedGroup2
MAF_Fintel.FintelUsers
MAF_Cel Base
MAF_EReturns.Base
MAF_EReturns.Survey

Figure 14: List of Roles for Non-licensee Account

Table 3. List of roles with its description

Fill in the rest of the information. Fields with "*" are the mandatory fields.




Request Non-Licensee Account

Application Access

Role Name
MAF_Fintel UserAdmin v
User Info
First Name Last Name
Baron * Calvin *
Valid From Valid Te Business Type
22.08.2016 * & 22.08.2031 * & NA [v]
Mobile Number Contact Number Email
+ 6531008100 * + baron.cavin@dbk.com *

Figure 15: Request Non-Licensee account form

Click on “Submit” button and the request will be sent to MAS for approval. At the same time,
the request will be shown in “My Requests”. An email notification will be sent to the
requestor once the account has been approved by MAS.



5. Managing my permanent MASNET accounts

This section provides a step-by-step walk-through of different phases that all MASNET users
(including LOs) will go through, starting from the time the permanent MASNET accounts are created.

Receiving your new MASNET account

1. You will receive one or two email notifications in your corporate email mailbox when your
MASNET account is first created.

All MASNET Subscribers will receive the first email to inform you on the creation of your
MASNET account and contains your MASNET username. For MASNET Subscribers who has

their MASNET accounts linked to their Corppass profile, please proceed to login using your
Corppass account.

d L I MASNET - Account Created - Message (HTML) T EH - 0 X
MESSAGE

2 R ignore x [:'I fﬁ:’l L:" T2 Mesting  |¥7 5 MIDAS V- TRulesw % Mark Unread # Fing
— < =4 '1_;'; M- 2 To Manager - _,'m OneMNote H. Categorize ~ [®) Related -
Copy @ jynk- Delete  Reply Reply Forward = . —| Move __
toDMS  E All [l More - Team Email - - [P Actions=  |* Follow Up - [+ Select -
DMS Tool Delete Respond Quick Steps ] Move Tags ] Editing Zoom ~

Thu 14-07-16 4:25 PM
noreply_masnet@mas.gov.sg

MASNET - Account Created
To Kin

Dear Kin

Please be informed that yvour MASNET Account. maf_kchee, has been created. An email will be sent to vou separately to reset your password.
Please do not reply as this is a system generated email Kindly contact MASNET Helpdesk for assistance.
Thank you.

Regards,
MASNET Adnunistrator

Figure 16: Account created email notification

For MASNET Subscribers without UEN or oversea subscribers, there will be a second email

contains the instructions to reset your password. Click on the password reset URL in the email
body to begin the password reset process.



ﬁ L= ﬁ H s [MASNET] Password Reset: URL Link - Message (Plain Text)

MESSAGE
~ i~ ~ - v g . =
L& %Ignore x E_q (ﬁ_4 ﬁ_4 r('_ Meeting & MIDAS ; := Rules Mark Unread
— <« -> ’-;_J.'SIM - 9-) To Manager - jﬂ OneMote ==| Categorize ~
Copy & junk~ Delete Reply Reply Forward = . —|  Maove __
toDMs Al E-E Mare = Team Email - . [EPActions-  [* Follow Up -
DS Tool Delete Respond Quick Steps [ Move Tags [F

Thu 14-07-16 4:28 FM
nevisidm-maf-ga@mas.gov.sg
[MASNET] Password Reset: URL Link

To Kin

Dear Kin A
We have received a request to reset the password for your MASNET account. Your Login ID is maf_kchee,

Please click on the below link to reset your password: https://amasnet.mas.gov.sg/ maf/passwordreset/proceed?
x=inLPOt0ZPgKCKsv6uCIDhzhcdMzUqgBa8uiASCH2Fgt TMKrOnPks6g% 2FKKDbkQG9BI3A

Please do not reply as this is a system generated email. Kindly contact MASNET Helpdesk for assistance.
Thank you.

Regards,
MASNET Administrator

Figure 17: Reset password email notification

2. You will be redirected to the password reset page. Click Continue to proceed with resetting
your password.

Mmem;yAmhonty N.,\SNET

f ‘ About MASNET

MASNET
THE COMMUNICATION HUB

A Single Communication Network To Improve Workflow
Collaboration And Coordination

Password Reset: Confirmation

You are about to (re)set the password for your MASNET account. You need

access to your corporate email account and mobile phone for the password
) reset.

Click on the "Continue” button below to continue the Password Reset. A One-

Time Password(OTP) will be generated and sent to your corporate email

address.

Figure 18: Initial Screen to start the reset password

3. An email OTP will be sent to your corporate email address. Enter the OTP into the email OTP
page and click Submit.



H 2 0 Vb = [MASNET] Password Reset: OTP Code - Message (Plain Text)

FILE MESSAGE
53 = Vs 2 - . B g S e
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Thu 14-07-16 5:09 PM
noreply_masnet@mas.gov.sg
[MASNET] Password Reset: OTP Code

The One Time Password(OTP) for your account is: SR2WRP. The OTP will expire after 10 minutes.

Figure 19: Email notification for Email-OTP
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MASNET
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Password Reset:
eMail OTP Code

The system just sent an email with an OTP Code to your corporate email

@ account
if you don't receive the email within the next ten minutes, you can request for
another OTP code to be emailed to you. A maximum of two resends applies.

OTP Code
SR2WRFA|

Request for New Code

Figure 20: Email OTP Submission

Note:
If the email OTP expires or you accidentally deleted the email, you may click on Request

for New Code to generate another email OTP.

4. An SMS OTP will be sent to your mobile number. Enter the SMS OTP on the SMS OTP page and
click Submit
Please use jdTVPq as your One-
Time Password (OTP) to login to

MASNET. The OTP will expire
after 5 minutes.

© Send
Figure 21: SMS OTP
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| -

Password Reset:
SMS OTP Code

The part of MASNET you are about to access requires authentication with a
second factor (2FA).

©  An SMS with an OTP Code has been sent to your mobile number.
If you don't receive the SMS within two minutes, you can request for another
OTP code to be sent. A maximum of two retries applies.

OTP Code

fSez2q x

m Request for New Code

Home | About MASNET | Privacy Statement | Terms of Use | Rate This Site

2016 Copyright © Monetary Authority of Singapore

Figure 22: SMS OTP Submission

Note:
If the SMS OTP expires or you accidentally deleted the SMS, you may click on Request
for New Code to generate another SMS OTP.

5. Once you have successfully verified your email and SMS OTP, you will be prompted to enter
your new password for the account. Enter the password that comply to the password policy
can click Submit.

’ Singapore Government
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Password Reset:
Set New Password

The password has to comply with the following password policy:
« must be at least twelve characters long
« must contain at least one upper case, one lower case, one numerical,

o and one non-alphanumeric character
= must be different from the previous 24 passwords used
« must not be a (e.g. 123)

New Password

Figure 23: Setting new password

Note:




The password for MASNET has to comply with the following policy:
e) Must be at least twelve characters long
f) Must contain at least one upper-case character, one lower-case character, one
numeric and one non-alphanumeric character
g) Must be different from the past 24 passwords used
h) Must not be a common password (e.g. password123)

Note:
If the password you set does not comply to the pasword policy, an error message will
appear and you will be prompted to continue to set your password.

Password Reset:
Set New Password

The password has to comply with the following password policy:
= must be at least eight characters long
(3] = must contain at least one upper case, one lower case, one numerical,
and one non-alphanumeric character
= must be different from the previcus 24 passwords used

Your new password does not comply with the security policy. Please choose a
different password. You may contact us at helpdesk@mas.gov.sg if you need

further assistance. Please quote the following ID c0aB1457-3a78-12ac270a-
155e8¢30119-0001a2d2 in your email to facilitate our investigation.

New Password

Confirm New Password

Figure 24: Password reset error message.

Once you have set a password that complies with the password policy, you may start to use
your MASNET account.
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Password Reset: Done

Your new password has been reset successfully. Please restart the browser
and try logging into the MASNET application.

Home | About MASNET | Privacy Statement | Terms of Use | Rate This Site

2016 Copyright ® Monetary Authority of Singapore




Figure 25: Password reset confirmation message.

5.1 Resetting your password

1. Go tothe MASNET Login Page and click “Help! | forgot my password” link to reset your
password.
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Important Notes to ALL MASNET Subscribers;

Singpass will be the mandatory login method with effective from 1 April 2021 for companies or entities with UEN

For MASNET Subscribers with UEN For MASNET Subscribers without UEN or overseas subscribers

User-ID

For Business Users . [
Log in with singpass

Click here to find out what | need to do to login
MASNET via Singpass

Password

Help! | forgot my password, First Time Login

Figure 26: Login page with Help! | forgot my password link




2.

Enter the word that your see from the Captcha image (as highlighted) and your MASNET
username in the textboxes provided. Click Submit to proceed to reset your password.

. Sin I,WI . Nl / \SN ET FAQ | Contact info | Feedback | Shemap

s Government
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A Single Com on Network To Improve Workflow | : 3 s
Collaboration cordination p . - l E

Request Password Reset

Enter your MASNET User-1D and the text from the captcha in order 10 initiate

o he password request

fumbly

Tyse 1 ihe word you see 1 the peture

User-©

mat_kce]

Now Capira

Figure 27: Initial screen to start with password reset

Note:
If you are unable to see the word in the Captcha clearly, click New Captcha to refresh

the Captcha.

3. Once the password has been reset, an email notification to reset your password will be sent
to your corporate email. Please refer to Receiving your new MIASNET account to reset your

password.

5.2 Logging in to MASNET administration portal

1. Go to MASNET homepage at https://masnet.mas.gov.sg and click Login

* Proceed to Step 2 if there is Corppass account associated to your account.
* Proceed to Step 3 if there is no Corppass account associated to your account.
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dination

ApONe Wt 3 Sngie COMMUNICATONS NEtwork 10 IMprove workfiow coaboration and ¢o
a communicabon hub, facitating the submission of MAS retumns; Cata exchange bedween organsatons conssting of banks and financial msttutons
and Qovemment 39ences.

Today, MASNET has grown in
he Singapore Exchange (SGX)

Member Services

The servicés accessibie through web browsers e
* MAS Returns

T-Access

+ CurrencyNet

oagment Services
@ Notfication

a3t wpdeted on 11 Xf 2016

Home | A Privacy Statement | Terms of Use | Rate This Site

Figure 28: Portal page with Login link

Note:
MAS recommends all MASNET users to login MASNET using your Corppass account.

Login to your Corppass account via your Singpass by scanning QR code or enter your Singpass

ID and Password. Click log in.

2.

Password login

Singpass app

Logging in as Business User

Scan with Singpass app
Logging in as Business User )
singpas

Forgot Singpass ID Reset password

\——siNngpass—
Register For Singpass
Deon't have Singpass app? Download now

Figure 29: Singpass QR code page Figure 30: Singpass Login page



3. Enter your MASNET username and Password. Click Submit to login.

, Singapore Lovernment
ntegrity - Service - Excollont

M ASNET

FAQ | Contact Info | Feedback | Sitemap

\ M About MASNET

MASNET,
THE FINANCIAL COMMUNICATION N

Connect. Communicate. Collaborate.

Important Notes to ALL MASNET Subscribers:

Singpass will be the mandatory login method with effective from 1 April 2021 for companies or entities with UEN

For MASNET Subscribers with UEN For MASNET Subscribers without UEN or overseas subscribers

User-10

For Business Users @ [
Log in with singpass
Password

Click here to find out what | need to do to login
MASNET via Singpass

Help! | forgot my password First Time Login

Figure 31: MASNET Login page

4. After login, a SMS OTP will be sent to your mobile phone. Enter the OTP and click Submit.

’ Singapore Government
Integrity - Service + Excellence

M ASNET

FAQ | Contact Info | Feedback | Sitemap

£ J About MASNET

MASNET

THE COMMUNICATION HUB

A Single Communication Network To Improve Workflow
Collaboration And Coordination

2FA Authentication (SMS)

The part of MASNET you are about to access requires authentication with a
second factor (2FA).

©  An SMS with an OTP Code has been sent to your mobile number.
If you don't receive the SMS within two minutes, you can request for another
OTP code to be sent. A maximum of two retries applies.

OTP Code

| submit | Request for New Code

Home | About MASNET | Privacy Statement | Terms of Use | Rate This Site

2016 Copyright @ Monetary Authority of Singapore

Figure 32: Page to submit SMS OTP

Note:

The SMS OTP is valid for only five minutes. If you enter the OTP after five minutes, the
OTP verification will fail. A maximum of two retries is allowed before the account will be
temporarily locked for 30 minutes.




Note:
A maximum of 2 additional requests of OTP code is allowed.

5. Once you have login successfully, click “My Account” on the right to update your account
profile.

Singapore Government

Integrity - Service - Excellence
@ Monetary Authority & Hi, Kin Ban, Eric Ghee | Logout
of Singapore
Home My Account Details
Account Management My Account Details E
My Account Detsils >
Account Identification
Company Management
User Login ID Passward Account Type
My Company >
mafkehee | | sssssssss # Permanent
14072018 14.07 2031 YES
Personal
Colizpse &
First Name Last Name: Company
Kin Ban, Eric Chee SING INVESTMENTS & FINANCE LIMITI
Email Mobile Number Contact Number
chee_kin_ban@mas.gov.sg rd 6596216545 & +
Figure 33: Account information page
Note:
For users with Liaison Officer role, there will be more functions available on the left
menu.
Note:
Instead of accessing the profile page via the MASNET website, you can also access the page
directly by following this URL, https://masnet.mas.gov.sg/wfweb

5.3 Updating my basic profile

1. Login tothe MASNET administration portal by following the steps in 5.2 Logging in to
MASNET administration portal



https://masnet.mas.gov.sg/wfweb

Singapore Government
Intearity - Service - Excellence

@ Monetary Authority & Hi, Kin Ban, Eric Chee | Logout
of Singapore
Home - My Account Detsils
Account Management My Account Details E
My Account Details >
Account Identification
Company Management
User Login ID Password Account Type
My Company >
maf_kehee wssssenes & Permanent
Valid From Valid To Account Billable
14.07.2016 14.07.2031 YES
Personal
Callapse &
First Name Lsst Name Compsny
Kin Ban, Eric Chee SING INVESTMENTS & FINANGE LIMITI
Email Mobile Number Contact Number
chee_kin_ban@mas. gov.sg s 6596216545 & -

Figure 34: Account Information Page

2. To update your First Name and Last Name, you may change the names directly in the fields
and click Save Changes.

R LT My Account Details =8
My Account Desalls >
Account Identification
Company Management
User Login 1D Passwon Account Type
My Campasy >
maf_kehes PR # Permanznt
aKd Fram vaild To Account Elisbie
14.07 2046 1407 2031 YES
Persanal
Cotiges
First Name Last Rz Compeny
¥In Ban ® Chee SING INVESTMENTS & FINANCE LIMITI
Ema Mabile Number Comact Number
chae_kin_bangmas.gov.sg # ESOE216545 # v
Profies
Cotiges
Frofie-mef_kches G INVESTMENTE & FINANCE
LIMTED

Figure 35: Account details page to update user information




5.4 Changing my password

1. Login to the MASNET administration portal by following the steps in 5.2 Logging in to
MASNET administration portal

Singapore Government

Intagrity - Service - Excallance
@ Monetary Authority & Hi, Kin Ban, Eric Chee Logout
of Singapore
Home My Account Details
Account Management My Account Details E
My Account Details >
Account [dentification
Company Management
User Login ID Password Account Type
My Company >
maf_kechee | sssssssss # Permanent
Valid From Vslid To Account Billable
14.07 2016 14.07.2021 YES
Personal
Collapse &
First Name Last Name Company
Kin Ban, Eric Chee SING INVESTMENTS & FINANCE LIMITI
Email Mobile Number Contact Number
chee_kin_ban@mas gov 5g rd 6596216545 rd +
Figure 36: Account information page with password field
2. Click on the Edit icon beside the password field.
Account |dentification
User Login 1D FPassword
maf_macynel (LITTTTITT] f

Figure 37: User login id and password field.

Note:
You may also change the password by accessing the quick menu on the top right hand
corner of the page.

Home - My Account Details

My Account Details

Actions
Account Identification Change Fasaword
Update Emall
User Login ID Password Account Type
Update Mablle
maf_kchee [— # Permanent
Associate Onekey Token
Valid From Valid To Agcount Billable
14.07.2016 14.07.2031 YES

Figure 38: Quick access to change password




Enter your existing password, followed by the new password and confirmation of new

password. Click Submit to confirm the change.

Change Password

The passviord has 1o comply with the folloving password policy:
. must be at least twelve characters long
.+ must contain at least one upper case, one lower case, one numerical,
[i] and one non-alphanumeric character
+ must be difierent fram the previous 24 passwords used
+ must not be a commen password (e.g. password 123)

Old Password

New Password

Confirm New Password

St | Gancet |
Figure 39: Page to reset the password

Once the password has been changed successfully, click Continue to proceed.

Change Password

Password changed successfully. You should receive an email
€ from us, confirming the password change.
Please click "Continue’ to redirect back to the application.

Figure 40: Password reset confirmation page

5.5 Updating my corporate email address

1.

Login to the MASNET administration portal by following the stepsin 5.2 Logging in to

MASNET administration portal

@ Monetary Authority
of Singapore

Home My Account Details
Account Management My Account Details
My Account Details. >
Account ldentification
Company Management
User Login ID Password
My Company >
maf_kechee | sssssssss
Vslid From Valid Ta
14.07.2016 14.07.2031
Personal
First Name LastName
Kin Ban, Eric Chee
Email Mobile Number
chee_kin_ban@mas.gov.sq & 6596216545

Singapore Government
Integrity - Service - Excellence

& Hi, Kin Ban, Eric Chee Logout

Co o] =1

Account Type

Permanent

Account Billsble

YES

Collapss &
Gompany

SING INVESTMENTS & FINANCE LIMITI

Contact Number

+

Figure 41: Account information page




Click on the Edit icon beside the email field.

corner of the page.

Email Mobile Number
macy.nel@dbk.com # 6581008100 &
Figure 42: Email id and Mobile number fields
Note:

You may also change the email by accessing the quick menu on the top right hand

Home - My Account Details

My Account Details

Account Identification

User Login ID

maf_kchee

Valid From

14.07 20168

Valid To Account Billable

Actions

Change Pagswor

Update Emall

Update Moblie
assssssas # Permanent

Associate OneKey Token

1407 2031 YES

Figure 43: Quick access menu to update email

Enter your new email address and click Next to verify the new email.

Update Email

Edit Email Address Confirm OTP

macy.nelson@dbk com

Please provide the new email address below.

‘ Cancel ‘

Figure 44: Email id field to update new email.

An OTP will be sent to the new email address. Enter the OTP and click Confirm to proceed

with the update.

*Once the OTP verification is completed, a successful message will be displayed.




Edit Email Address Confirm OTP

An OTP has been sent to your new email address macy.nelson@dbk.com .

{Please enter the QTP within 3 minutes.)

Figure 45: Email OTP submission page

5.6 Updating my mobile number

MASNET administration portal

1. Login to the MASNET administration portal by following the steps in 5.2 Logging in to

@ Monetary Authorily
of Singapore

Home My Account Details
Account Management My Account Details
My Account Details >
Account Identification
Company Management
User Login ID Password
My Company >
mafkchee | ssssessss &
Vslid From Valid Ta
14.07 2016 14.07.2031
Personal
First Name Last Name
Kin Ban, Eric Chee
Email Mabile Number
chee_kin_ban@mas.gov.sq £ 6596216545 &

Singapore Government
Integrity - Service - Excellance

& Hi, Kin Ban, Eric Chee: Logout

(o o ] =1

Account Type

Permanent

Account Billsble

YES

Callapse &
Company

SING INVESTMENTS & FINANGE LIMITI

Contact Number

+

Figure 46: Account Information page

2. Click on the Edit icon beside the mobile number field.

Email Mobile Number

macy nel@dbk com & 6581008100

Figure 47: Email id and mobile number fields

2
o
-+
®




You may also change the mobile number by accessing the quick menu on the top right
hand corner of the page.

Home - My Account Details

My Account Details

Actions
Account Identification Change Password
Update Emall

Update Maoblie

AgEociale OmeKey Token

14.07.2018 14.07.2031 YES

Figure 48: Quick access to update mobile

Enter your new mobile number and click Next to verify the new mobile number.

Update Mobile

Edit Mobile Number Confirm OTP

Please provide the new mobile number below.

+ | 6581008101

Figure 49: Mobile id field to update new mobile number

Note:

The SMS OTP supports both local and overseas number. Please indicate your country
code in front of your mobile number.

An OTP will be sent to the new mobile number. Enter the OTP and click Confirm to proceed
with the update.

*Once the OTP verification is completed, a successful message will be displayed.




Edit Mobile Number Confirm OTP

An OTP has been sent to your new mobile number 6581008101,

dYxkHh| * Resend OTP

(Please enter the OTP within 3 minutes.)

Back Confirm

Figure 50: SMS OTP submission page.

5.7 Associating your Corppass account

1.

Login to the MASNET administration portal by following the stepsin 5.2 Logging in to
MASNET administration portal




My Account Details e B

Account Identification

User Login ID Password Account Type
nimmy | swsaee 4 Permanent
Valid From Valid To Account Billable
YES
Personal
Collzpsa 5
First Name Last Name Company
Nimny 0] PK MF GLOBAL SINGAPORE PTE LIMITED
Email Mobile Number Contact Number
Jillian_LAM@mas.gov.sg & 6599999999 ' +
Profiles
Collapzz »
Profile-nimmy MAS (infernal users)
Cp_profile MF GLOBAL SINGAPORE PTE
LIMITED {IN CREDITORS VCLUNTARY
LIQUIDATION
CP_profile2 MAN FINANCIAL (S) PTE LTD
Corppass Identity
Collzpsa 5

NRIC/FIN/Foreign ID (Applicable for Corppass
Login)

FXOOC(65P

Figure 51: Account Information page

Note:
MAS recommends all MASNET users to link their MASNET account to Corppass account
and use Corppass to access MASNET services.

2. To link your MASNET account to Corppass account, please key in the details of the user under
the Corppass ldentity and click Save Changes.




Email Mobia Number Contact Mumber

y Jillian_LAM@mas gov.sg + | B599995999 + 1234567890
Profiles
Callapee =
Prodly-nenmy MAS (riemal users) Dekely
Cp_profla MF CGLOBAL SINGAPORE PTE
LIMITED (IN CREDITORS VOLUNTARY
LIGUIDATION
CF_profile? AN FINANCIAL [5) PTELTD Delele
Corppass Identity
Csllapia &
WRIC/FINFareign ID (Applicable for Corppass
Login}
FRIO00EER @

Figure 52: Account details page to update Corppass Identity

3. Upon successful linking of the MASNET account to Corppass account, MASNET user will be
able to login to their Corppass account via Singpass.




6. Administering MASNET accounts for my company

This section provides a step-by-step walk-through of different administration function that LOs are
allowed to perform in the MASNET administration portal on behalf of the company.

6.1 Manage MASNET Billing Statement Recipient

1. Click on “Manage Nominees” menu in the left menu panel.

Account Management
My Account Details >

Reguest Account >

Manage Nominees

Search Accounts >

Figure 53: Manage Nominees menu

2. The current Billing nominees will be displayed.

Login 1D Name
maf_macynel Macy Nel
| Modify ‘

Figure 54: Page with the current nominees

3. Click on “Modify” to update the billing nominees.



Modify Biling Nominees

Available Users MNominees
Adam Brown Macy Nel
Hill Thomas

@ Press Shift'Ctri+Click to select multiple users at the same time.

Figure 55: Page to modify the Billing Nominees

4. Update the “Nominees” list on the right side.

Modify Biling Nominees

Available Users MNominees

Adam Brown Macy Nel

® Press Shift'Cirl+Click to select multiple users atthe same time.

Figure 56: Modify Billing Nominees Page

5. Click on Submit to save the changes. A successful message will be shown upon success.

6.2 Manage MEPS+ Current Account Statement Recipient

1. Click on Manage Nominees menu in the left menu panel.



Account Management

My Account Details >

Request Account >

2| Manage Nominees

Search Accounts b

Figure 57: Manage Nominees menu

Click on the MEPS+ tab to view current assigned nominees.

Manage Nominees

Login ID MName
rmaf_adambrown Adam Brown
‘ Modify |

Figure 58: MEPS+ Current nominees page

Click on Modify to update the MEPS+ nominees.

Modify MEPS+ Nominees

Available Users Mominees
Hill Thomas Adam Brown
Macy Nel

0 Press Shift'/Ctrl+Click to select multiple users atthe same time.

o [




Figure 59: Modify MEPS+ nominees page

4. Update Nominees on the right side.

i
Modify MEPS+ Nominees

Available Users Nominees
Macy Nel Hill Thomas
Adam Brown

@ Press Shift'Ctri+Click to select multiple users atthe same time.

Figure 60: Select, assign and Submit MEPS+ nominees

5. Click on Submit to save the changes. A successful message will be shown upon success.

6.3 Request for New MASNET Account

1. Click on Request Account in the left menu panel. This function is only available to LO.

Account Management

My Account Details >

# | Request Account

Figure 61: Request Account menu

2. Fillin the user details. Fields with “*” are the mandatory fields.



Request Account

User Info
Macy - Mel -
T Walic F
05052016 * 31.12.2999 []
=mal
+ B5E1008100 - + macy.nel@dbk com| ol

Figure 62: Account Information with mandatory fields

Click on Submit button and the request will be sent for approval. At the same time, the
request will be shown in “My Requests”. The request will be routed to the other LO for
approval.

The account will be created when another LO from the company approves the request from
“My Task” list.

6.4 Approving/Rejecting a request

The home page will be the “Dashboard”. This function is only available to LO.

Dashboard

@ Pending Tasks Requester Due Date Actions

O Terminate a User Account maf_adambrown MNowv 1, 2016 Start »
User Subject: Macy Mel

Figure 63: Dashboard to see the pending tasks

An alternative approach to view the pending requests is through the “My Tasks” menu in the
left menu panel.

Tasks

Dashboard >

My Tasks

Figure 64: My tasks menu

Clicking on the task title or the corresponding “Start” button to view its details.



Dashboard

@ Pending Tasks Requester Due Date Actions
I QO Terminate a User Account I maf_adambrown Nov 1,2016

User Subject: Macy Nel

Figure 65: Terminate a user account request in dashboard

Terminate a User Account

Requester Request Company (Code/UEN/Name) Request Date Target Company
maf_adambrown/Adam DBK/U20060425C/Demo Bank A May 5, 2016 DBEK/UZ0060425C/Demo Bank A
Brown

Request Details

Loading account details

Account Identification

User Login ID Password Account Type
Permernant
“alid From Valid To
Personal
Expand ¥
Profiles
Expand %

Remarks (Max 200 characters. Visible to requester.)

put some reason here

el

e

Figure 66: User account information to terminate

4. Check the details of the task. Put some remarks (optionally) and click on “Approve” button. A
pop-up shows to confirm the approval operation.

Do you wish to proceed with approving this request?

Confirm | Cancel |

Figure 67: Approving request confirmation message.




5. Check the details of the task. Put some remarks (optionally) and click on “Reject” button. A
pop-up shows to confirm the reject operation.

Please Confirm

Do you wish to proceed with rejecting this request?

Figure 68: Rejecting request confirmation message.

6. Click on Confirm button and the request will be approved or rejected.

6.5 Withdrawing a request

1. The home page will be the “Dashboard”.

Home Dashboard

Dashboard

& Pending Tasks Requester Due Date Actions

€ Thereis no pending tasks. Please go to My Tasks to see available tasks.

& In-Progress Requests Status Last Update Date Actions

Q Terminate Company Subscription May 5, 2016 Withdraw »
Company Subject: DEK_U20080425C

Q Terminate a User Account May 5, 2016 Withdraw »
User Subject: Macy Mel

Figure 69: Home or Dashboard page.

2. An alternative approach to view the pending requests is through the My Requests menu in
the left menu panel.

Tasks
Dashboard >
My Tasks >

Figure 70: My request menu to see all the pending request

3. Click on the “Withdraw” action link on the row of the intended request.



4. An alternative approach to start the “Withdraw” process is clicking on the request to view its
details, and then click on “Withdraw Request” button.

Requester Request Company (Code/UEN/Name) Request Date Target Company
maf_adambrown/Adam DBK/U20060425C/Demo Bank A May 5, 2016 DBK/U20060425C/Demo Bank A
Brown

Pending LO's approval

Request Details

€ Termination is requested to be performed on Sep 30, 2016

Company Name Company Code UEN
Demo Bank A DBK U20060425C
Business Type Address

Tanjong Pagar, Singapore

Withdraw Request Cancg

Figure 71: Withdraw request page

A pop-up shows to confirm the withdraw operation.

Please Confirm

Do you wish to proceed with withdrawing this request?

Confirm Cancel

Figure 72: Withdraw confirmation pop-up

6. Click on Confirm button and the request will be withdrawn.

6.6 View request status

1. Click on My Requests menu in the left menu panel.

Tasks
Dashboard >
My Tasks >

Figure 73: My Request menu

2. Under “Completed Requests” section, all the completed Requests and their status are shown.
Click on one request title will open its details.



@ Completed Requests Last Update Date

@ Terminate Company Subscription May 5, 2016
Company Subject: DEK_U200680425C

@ Terminate a User Account May 5, 2016
User Subject: Macy Nel

@ Provision User Account May 5, 2018
User Subject: Macy Nel

Status

Completad

Figure 74: Completed request section in the dashboard

6.7 View Completed Tasks

1. Click on “My Tasks” menu in the left menu panel.
Tasks

Dashboard ?

> My Ta

Figure 75: My task menu

one task title will open its details.

2. Under “Completed Tasks” section, all the completed tasks and their status are shown. Click on

o Completed Tasks Requester Processed Date

@ Terminate a User Account maf_adambrown May 5, 2016
User Subject: Macy Nel

@ Provision User Account maf_adambrown May 5, 2016
User Subject: Macy Nel

Status

Completed

Figure 76: Completed request section.

6.8 Search Accounts

1. Click on “Search Accounts” in the left menu panel.
Account Management

My Account Details >

Request Account >

2 | Search Accounts

Figure 77: Search Account menu

Users” to list all users of the LO's company)

2. Enter partial login id of the user(s) and click on the search icon. (Or Click on the “Show All




User Status User Login ID
Active v hill o] Show All Users
Login ID First Name Last Name
maf_hillthomas Hill Thomas

Figure 78: Searchable fields in user search page.

3. Click on the user’s Login ID to view its details or perform other operations.

6.9 Deleting an account

1. Follow 6.8 Search Accounts to show a user’s details.

2. On the user details page, click on “Terminate” button.

Update Account B

Account |dentification

User Login ID Password Account Type
maf_macynel snnnanes ST
Walid From Walid To Account Billable

05.05.2016 * E 31.12.2999 * B YES

Account Status

Figure 79: User details page to terminate account

3. The alternative approach is to choose “Terminate Account” from the quick menu.

e o 1=

Actions

iate Onekey Token

vate Account

Account Type
Add Profile

Permanent

Terminate Account

Account Billable

Figure 80: Quick access menu to termination account

4. A pop-up shows to confirm the termination request. Click on Confirm to send request to
checker to approve. At the same time, the request will be shown in “My Requests”.



Please Confirm

Do you wish to proceed with terminating this account? Note that this action is NOT reversible.

Confirm | Cancel ‘

Figure 81: Confirmation pop-up to terminate account

*If the user has MAF_Email.Base role, user’s MASNET email account will be disabled as well.
The changes will take effect from the next day.

6.10 View/Update users’ basic profile

1. Follow 6.8 Search Accounts to show a user’s details.

2. Update the fields that need to be changed. The user’s basic info such as Valid From, Valid To,
First Name, Last Name, etc can be modified directly.

Update Account E

Account Identification

User Login ID Password Account Type
maf_hillthomas seesenans Permanent
Valid From Valid To Account Billable

28032016 * B 31.12.2999 * & YES

Account Status

Deactivate Terminate

Personal
Collapse &
First Name Last Name Company
Hill * Thomas * Demo Bank A
Email Mobile Number Contact Number
hill.thomas @dbk.com * + 6591009202 * + 6565101001

Figure 82: User details page to update the user fields.

3. After modifying, the bottom buttons will be changed.

‘: Reset Changes ‘ ‘ Cancel ‘

4. Click on Save Changes and a successful message will be shown upon success.
Or click on “Reset Changes” to undo all the changes.



6.11 Associate Corppass account for MASNET accounts

1. Follow 6.8 Search Accounts to show a user’s details.

2. Follow 5.7 Associating your Corppass account Step 2-3 to associate the Corppass account to
the user’s MASNET account

6.12 Activate account

MASNET accounts will be deactivated if there’s no activity within the last 18 months. If these
accounts are still required, LOs can make use of this function to re-activate the account. Please
note that MASNET accounts that are deactivated are still chargeable.

1. Follow 6.8 Search Accounts to show a user’s details.

2. On the user details page, click on Activate button.

Update Account |

Account Identification

User Login ID Fassword Account Type
maf_macynel | sssseen Permanent
Valid From Valid To Account Billable

05.05.2016 * 31.12.2999 * BB YES

Account Status
Activate | Terminate

Figure 83: User details page with Activate button

3. The alternative approach is to choose “Activate Account” from the quick menu.

Disabled @ E

Actions

Associate OneKey Token

Activate Account

Account Type
Add Profile

Permanent

Terminate Account

Account Billable

Figure 84: Quick access to activate account

4. A pop-up shows to confirm the activation operation. Click on Confirm to proceed. A successful
message will be shown upon success.



Please Confirm

Do you wish to proceed with activating this account?

Confirm ‘ Cancel |

Figure 85: Confirmation pop-up before activating the account

*If the user has MAF_Email.Base role, user’s MASNET email account will be created/enabled
back. The changes will take effect from the next day.

6.13 Deactivate account

1. Follow 6.8 Search Accounts to show a user’s details.

2. On the user details page, click on Deactivate button.

Update Account

Account Identification

User Login ID

maf_macynel

Valid From

05.05.2016

Account Status

Password Account Type
Permanent
Valid To Account Billable
* & 31.12.2999 * & YES

Figure 86: User details page with deactivate button.

3. The alternative approach is to choose “Deactivate Account” from the quick menu.

Account Type

Permanent

Account Billable

X 8

Actions

Deactivate Account

Add Profile

Terminate Account

Figure 87: Quick access to Deactivate account

4. A pop-up shows to confirm the deactivation operation. Click on “Confirm” to proceed. A
successful message will be shown upon success.



Please Confirm

Do you wish to proceed with deactivating this account?

Confirm ‘ Cancel ‘

Figure 88: Confirmation pop-up before deactivating the account

* If the user has MAF_Email.Base role, user’s MASNET email account will be disabled as well.
The changes will take effect from the next day.

6.14 Assign roles
For users to access applications, application roles are required to be assigned to the user. Follow
the below steps to assign the required roles to user. This function is only available to LO.
1. Follow 6.8 Search Accounts to show a user’s details.

2. Inthe “Profiles” section, click on the profile on which roles will be assigned.

Profiles

Collapse &

Profile-maf_macynel Demo Bank A

| Add Profile |

Figure 89: Section to assign roles

3. There are two kinds of roles that can be managed. One is IDM, the other one is Application.
IDM roles are roles for user administrator (e.g. LO) who can manage other users’ accounts
details. Applications roles are roles for all the MASNET applications access.

The “Add IDM Roles” (or “Add Application Roles”) button will be enabled if there are available
roles that can be assigned. Click on the intended button.

IDM Roles Roles

€ No DM role is assigned.

Add IDM Roles

Application Roles Roles

€ No Application role is assigned.

Add Application Roles

Figure 90: Buttons to add idm and application roles



4. Ifit’s for Application Roles, different applications can be selected from the dropdown list if
there are roles of multiple applications available.

Please refer to Appendix 1 for the MASNET Services and the respective roles to be granted.

Add Application Roles

Application
MAF_Cel

Add from following Roles

Base -

@ Press Shift/Ctri+Click to select multiple roles at the same time.

Figure 91: Section to select the roles to assign

5. Select the roles to be added and click on “Add”.
Upon success, the pop-up will disappear and the newly added roles will be listed.

IDM Roles Roles

ldm MASNET_LO Delete »

Application Roles Roles

MAF_Cel Base Delete »
Add Application Roles

Figure 92: Section displays the list of assigned roles

6.15 Unassign roles

1. Follow 6.8 Search Accounts to show a user’s details.

2. Inthe “Profiles” section, click on the profile on which roles will be assigned.




Profiles

Collapse #

Profile-maf_macynel DemoBank A

" Add Profile |

Figure 93: Section to un-assign roles

3. There are two kinds of roles that can be managed. One is IDM, the other one is Application.

5.

IDM roles are roles for user administrator (e.g. LO) who can manage other users’ accounts
details.
Applications roles are roles for all the MASNET applications access.

The “delete” action link is displayed for IDM roles and each application. Click on the intended
link.

A pop-up shows. If it’s for Application Roles, different applications can be selected from the
dropdown list if there are roles of multiple applications assigned.

Remove Application Roles

Application

MAF_Cel -

Remove from following existing Roles

Press Shift/Ctrl+Click to select multiple roles atthe same time

[ Delete All } [ Cancel ]

Figure 94: Section to select and delete the roles

Select the roles to be removed and click on “Delete”, or click on “Delete All” directly.
(Shift/Ctrl can be used together with mouse click in order to select multiple roles)

Upon success, the pop-up will disappear and the removed roles will be removed from the
assigned role list as well.



IDM Roles Roles

€ No IDM role is assigned

Add IDM Roles
Application Roles Roles
MAF_Core Base

Add Application Roles

Delete »

Figure 95:Section to see the currently assigned roles

6.16 Terminate Company Subscription

1. Click on “My Company” in the left menu panel.

Company Management

2" My Company

Figure 96: My company menu

2. Click on “Terminate Subscription” heading to expand this section.

Terminate Subscription

| Done |

Fxpan

Figure 97: Section to terminate subscription

3. Choose the termination date and click on “Request Termination” button.

Terminate Subscription

Scheduled Termination Date

30.09.2016| e Request Termination

Figure 98: Section to provide the termination date

4. A pop-up shows to confirm the activation operation.

Are you sure you wish to terminate your company's subscription?

Confirm ‘ Cancel ‘




Figure 99: Confirmation pop-up to terminate subscription

5. Click on “Confirm” button and the request will be sent to other LO of the company for
approval. At the same time, the request will be shown in “My Requests”.




Appendix 1: Application Roles for MASNET Services

This appendix provides details of the Application roles that need to be granted to MASNET users to
authorise them to access the respective MASNET service. Please note that additional access controls
may need to be administered at the individual service level, example assignment of returns to
different submitters under E-Returns Submission System.

MASNET Service  Roles to be granted to access MASNET  Available for Available for

Service Licensees Non-Licensees
Corporate e- MAF_Cel.Base Yes Yes
Lodgement?!
CurrencyNet! MAF_CurrencyNet.Base Yes Yes
E-Returns a) MAF_E-Returns.Base, for Returns Yes Yes
Submission Submission
System?

b) MAF_E-Returns.Survey, for Survey

Submission
Fintel a) MAF_Fintel.FintelUsers No Yes

b) MAF_Fintel.Subscribers
c) MAF_Fintel.RegisteredUsers
d) MAF_Fintel.UserAdmin
e) MAF_Fintel.RestrictedGroup1l
f) MAF_Fintel.RestrictedGroup2
MASNET Access To grant access to the MASNET Access Yes No
File transfer portal, please submit the
MASNET Access forms, along with the
MASNET User ID of the users to be
granted access to MASNET Helpdesk.

MASNET Email MAF_Email.Base Yes No

*By assigning/unassigning MAF_Email.Base
role, the creation and removal of user’s
MASNET email account will only take effect
on the next day
MASNET Portal MAF_Portal.Base Yes No
MAF_Portal.CircularManagement
MAF_Portal.CircularLO
Representative MAF_RNF_MRS.Base Yes No
Notification
System /
Misconduct
Reporting
System?
CoRe System? MAF_Portal.Base Yes No

IFine-grained Application Access Rights need to be administered for these MASNET Services.



